Dr. BABASAHEB AMBEDKAR MARATHWADA UNIVERSITY,
CHHATRAPATI SAMBHAJINAGAR.

NAAC- ‘A ™ Grade
CIRCULAR NO.SU/ Sci./College/NEP-2020/73/2025

It is hereby inform to all concerned that, the syllabi prepared by the
Board of Studies/ Ad-hoc Boards/Committee and recommended by the Dean,
Faculty of Science & Technology, the Academic Council at its meeting held on
09 May 2025 has been accepted the fo B.Sc. Course &
Curriculum under the Faculty of Science & Technology as per National
Education Policy = 2020 run at the Affiliated Colleges of Dr. Babasaheb

Ambedkar Marathwada University as appended herewith.

8r.No. Courses Semester

1 B.SC. PHYSICS I[Irp AND IVTH SEMESTER

17 B.SC. ELECTRONICS THIRD AND IVUH SEMESTRN

I B.SC. MATHEMATICS THIRD AND [VTH SEMESTER
4 ; B.Sc. INDUSTRIAL CHEMISTRY ITIRD AND IVTH SEMESTER
5 B.SC. AGROCHEMICAL AND FERTILIZE LIARD AND [VTH SEMESTER
6 B.Sc. HORTICULTURE IIRD AND IVTH SEMESTER
7 | BSc. BiocHEmisTRY T1IRD AND [VTH SEMESTER
8 B.Sc. BOTANY ITIRD AND [VTH SEMESTER
9 | BSc.ZooLoGy TIIRD AND IV TH SEMESTER
n #5850, BIOTECHNOLOGY THIRD AND TVTH SEMESTER

B.SC. MICROBIOLOGY

I1IRD AND IVTH SEMESTER

12 B.SC. DIARY SCIENCE AND TECHNOLOGY THTRD AND VT SEMESTER
13 B.5C. STATISTICS TIIRD AND [VTH SEMESTER
14 B.SC. COMPUTER SCIENCE IIIRD AND [VTH SEMESTER
15 B.Sc. GEOLOGY I1IRD AND [VTH SEMESTER
16 B.SC. CHEMISTRY '[IIRD AND [VTH SEMESTER |
17 B.SC. ANALY TICAL CHEMISTRY LLRD AND VT SEMFSTER
E] RS0, Porymes CHEMISTRY TTIRD AND TVTH SEMESTER
19 B.SC. ENVIRONMENTAL SCIENCE ITIRD AND [VTH SEMESTER
B.SC. FISHERIES SCIENCE LIIRD AND I'VTH SEMESTER
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21. B.SC. HOME SCIENCE [IrD AND I'VTH SEMESTER
v B.SC. DATA SCIENCE 1D aND [VTH SEMESTER
23. B.Sc. INFORMATION TECHNOLOGY 1irD AND I'VTH SEMESTER
24. B.S¢. NETWORKING AND MULTIMEDIA TIIRD AMD TYTH SEMESTER
25. B.SC. AUTOMOBILE TECHNOLOGY IiIrD AND IVTH SEMESTER
26. B.SC. FORENSIC SCIENCE limo AND I'YTH SEMESTER |
28,

29, B.5C. CLINICAL LABORATORY SCIENCE ITIRD AND TVTH SEMESTER

30. BACHELOR OF COMPUTER APPLICATION MRe AND ['VTH SEMESTER

This is effective from the Academic Year 2025-26 and onwards.
All concerned are requested to note the contents of this circular and bring
the notice to the students, teachers and staff for their information and necessary

action.

University Campus,
Chhatrapati Sambhajinagar
-431 004.

Ref.No. SU/Sci./ 2025’;{54 2~ 24

Date:- 26 |95
* Xk

¥ 3% % 3 % % *
v

Copy io and nece o -
1] The Principal of all Affiliated Colleges,

Dr. Babasaheb Ambedkar Marathwada University,
2] The Director, University Network & Information Centre, UNIC, with a

request to upload this Circular on University Website.

Copy to :-
1] The Director, Board of Examinations & Evaluation, Dr.Babasaheb Ambedkar

Marathwada University, Chhatrapati Sambhajinagar.

JD*26052025/- sk



DR. BABASAHEB AMBEDKAR MARATHWADA UNIVERSITY
CHHATRAPATI SAMBHAJINAGAR- 431001

B.Sc. Degree Programme

(Three Year / Four Years (Hons) /Four Years (Hons with Research))

Course Structure and Curriculum
(AS PER NEP-2020)

Subject (Major): Forensic Science and Cyber Security

Second Year

Effective from 2025-26

Page 1 of 55




Table of Contents
PR . .o s s A TR e T

Programme Educational Objectives (PEOS)..........c.cconinni i s
Progranmie: Dotonies: PO . i i s mmms s s iy
Programme Specific Outcomes (PSOS)..........cciiiniiiniiiinimissiismssisss isasimsvensisssassis
DU EEEONL v ccninvnusivussinnonssiues iomsiosssnsenidsins s ausn s vals e sias s sbeu sassssansaa o cassi sy e SaDhExs RN NS SS9 BRSSAAS VA FAIER 41 ERA92
Medium of INSErUCHION.........coveveeeriiiri st ssss st srsssas s ens

BETENBIBTE oo conrnhssimsinsmiommpisse i as e s AR O T e s R e A T e

.........................................

® N o U W

oo

SElR O O MIDIOL i i o s oA G S e i SR s o AR RS T bR A s

Curriculum and Structure as per NEP 2020..........c.oenmmnnminammn
Structure and Curriculum for Semester-IlL..........cmmimni e ———————
Structure and Curriculum for Semester-IV.........

Detailed Curriculum of Semester-II .........cconvvmnnnniiiniens
Discipline-Specific Core Courses (Major).........ccooeevvrvrninnns
Vocational SKill COUrses (VSC).......ccouiiemmnmiiiniiinsnississsssssessssasssssssssasssassss seasasssassssssssess
Generic/Open Elective for Other Faculty than Science and Technology (GE/OE)
Minor Courses in Forensic Science and Cyber Security during Semester-III

Detailed Curriculum of Semester-IV..........ccoiveirienes s st s esees e e
Discipline-Specific Core Courses (Major) ... e
Skill Enhancement CourseS {SEL) ....iniimmaimmiviastiias ot danis
Generic/Open Elective for Other Faculty than Science and Technology (GE/OE)............

Minor Courses in Forensic Science and Cyber Security during Semester-1V

Page 2 of 55

v b ® ™



Preface
As we stand on the threshold of a new era in education, the dawn of the National

Education Policy 2020 illuminates our path toward a holistic, inclusive, and progressive
educational landscape. The Bachelor of Science (B. Sc.) curriculum outlined herein reflects
the ethos and aspirations of this transformative policy, aiming to equip learners with the

knowledge, skills, and values necessary to thrive in the dynamic world of the 21st century.

At its core, the National Education Policy 2020 envisions an educational framework that is
learner-centric, multidisciplinary, and geared towards fostering creativity, critical thinking,
and innovation. It emphasizes the integration of knowledge across disciplines, breaking down
traditional silos to encourage holistic understanding and application of concepts. The
Bachelor of Science (B. Sc.) curriculum embodies these principles by offering a diverse array
of courses spanning various scientific domains, while also incorporating interdisciplinary
studies to nurture well-rounded graduates capable of addressing complex challenges with

agility and insight.

Furthermore, the curriculum is designed to promote experiential learning, research, and
hands-on exploration, recognizing the importance of practical engagement in deepening
understanding and cultivating real-world skills. Through laboratory work, field experiences,
internships, and project-based learning opportunities, students will have the chance to apply
theoretical knowledge in practical settings, develop problem-solving abilities, and cultivate a

spirit of inquiry and discovery.

Integral to the National Education Policy 2020 is the commitment to inclusivity, equity, and
access to quality education for all. The Bachelor of Science (B. Sc.) curriculum reflects this
commitment by embracing diversity in perspectives, backgrounds, and experiences, and by
fostering an inclusive learning environment where every student feels valued, supported, and

empowered to succeed.

Moreover, the curriculum emphasizes the cultivation of ethical values, social responsibility,
and global citizenship, instilling in students a sense of accountability towards society and the
environment. By integrating courses on ethics, sustainability, and social sciences, the
Bachelor of Science (B. Sc.) program aims to produce graduates who are not only proficient
in their respective fields but also compassionate, cthical leaders committed to making a

positive impact on the world.
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As we embark on this journey of educational transformation guided by the National
Education Policy 2020, the Bachelor of Science (B. Sc.) curriculum stands as a testament fo
our collective vision of a more equitable, inclusive, and enlightened society. We hope that
through rigorous academics, innovative pedagogy, and unwavering dedication to excellence,
we can inspire the next generation of scientists, scholars, and change-makers to realize their
full potential and contribute meaningfully to the advancement of knowledge and the

betterment of humanity.
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Programme Educational Objectives (PEOs)

Programme Educational Objectives (PEOs) for the Bachelor of Science Curriculum

under the National Education Policy 2020

1.

Mastery of Discipline-Specific Knowledge: Graduates of the Bachelor of Science
program will demonstrate a deep understanding of fundamental principles, theories, and
methodologies in their chosen scientific discipline, enabling them to analyse complex

problems, propose innovative solutions, and contribute to advancements in their field.

Interdisciplinary Proficiency: Graduates will possess the ability to integrate knowledge
and skills from multiple scientific disciplines, fostering a holistic approach to problem-
solving and innovation. They will be equipped to address multifaceted challenges by

drawing upon diverse perspectives and methodologies.

Critical Thinking and Analytical Skills: Graduates will develop strong critical
thinking abilities, enabling them to evaluate information rigorously, analyze data
effectively, and make informed decisions based on evidence. They will demonstrate
proficiency in applying logical reasoning and scientific methods to solve problems and

generate new knowledge.

Leadership and Innovation: Graduates will demonstrate leadership qualities and
entreprencurial mindset, capable of initiating and driving positive change in their
organizations and communities. They will exhibit creativity, resilience, and adaptability,
harnessing innovation to address complex challenges and seize opportunities for growth

and advancement.

Global Citizenship and Cultural Sensitivity: Graduates will possess a global
perspective and cultural sensitivity, recognizing the interconnectedness of diverse
communities and the importance of collaboration across borders. They will engage in
cross-cultural dialogue, embrace diversity, and contribute to the advancement of

knowledge and understanding on a global scale.

These Programme Educational Objectives serve as guiding principles for the Bachelor of

Science curriculum, reflecting our commitment to nurturing well-rounded graduates who are
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prepared to excel in their careers, contribute to society, and lead meaningful lives in a

rapidly changing world.

Programme Outcomes (POs)

The National Education Policy (NEP) 2020 for India emphasizes several key aspects for

Bachelor of Science (B.Sc.) programs, aiming to produce graduates who are not only well-

versed in their respective disciplines but also equipped with skills necessary for holistic

development and employability. While specific program outcomes may vary between

institutions and disciplines within B.Sc. programs, here are some common outcomes aligned
with NEP 2020:

>

%

PO1.The citizenship and society: Apply broad understanding of ethical and
professional skill in sciencesubjects in the context of global, economic, environmental

and societal realities while encompassing relevant contemporary issues.

PO2.Environment and sustainability: Apply broad understanding of impact of
science subjects in a global, economic, environmental and societal context and

demonstrate the knowledge of, and need for sustainable development.

PO3.Ethics: Apply ability to develop sustainable practical solutions for science

subjectrelated problems within positive professional and ethical boundaries.

PO4.Individual and team work: Function effectively as a leader and as well as team

member in diverse/ multidisciplinary environments.

PO5.Communication: Communicate effectively on complex sciencesubject related
activities with the scientific community in particular and with the society at large,
such as, being able to comprehend and write effective reports and design

documentation, make effective presentations, and give and receive clear instructions.
PO6.Project management and finance: Demonstrate knowledge and understanding

of the first principles of science and apply these to one’s own work as a member and

leader in a team, to complete project in any environment.
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» PO7.Life-long learning: Recognize the need for lifelong learning and have the ability
to engage in independent and life-long learning in the broadest context of

technological change.

These program outcomes align with the broader goals of NEP 2020 to transform higher
education in India and prepare students for the challenges and opportunities of the 21st
century. Board of Studies designing B.Sc. curricula are encouraged to incorporate these

outcomes into their program objectives and learning outcomes.

Programme Specific Outcomes (PSOs)

B.Sc. Forensic Science and Cyber Security program is also aligned with the NEP 2020 and

has the following program specific outcomes.

PSO1.Domain knowledge: Apply the knowledge of forensic science and cyber security
to provide comprehensive solutionstocomplex forensic problems.

PSO2.Problem Analysis: Identify problems related to forensic sciences and cyber
security at varied complexity and analyse the same to formulate/ develop substantiated
conclusion using principles of forensic sciences

PSO3.Design Development of solutions: Design/ develop solutions for  problems of
varied complexity in various areas of forensic sciencesand cyber security to address
changing challenges put forward by market demand/ stakeholder

PSO4.Conduct Investigation of complex problems: Use established knowledge and
methods to design of experiments, analyze resulting data and interpret the same to provide
valid conclusions.

PSO5.Modern tools: Create, select, and apply appropriate techniques, resources, and
modern electronics and relevant IT tools including prediction and modelling to complex

forensic technology related activities with clear understanding of the limitations.
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Eligibility
A candidate who has passed 12" in science from a recognized board with at least 45% marks
will be eligible for getting admission to the first year of UG programs. Reservation policy and

relaxation of marks will be as per the norms of the university and the Government of

Maharashtra.

Duration
As per the guidelines of the Government of Maharashtra and the university, the UG Program

will be for three/four years. Lateral entry/exit is applicable as per the guidelines of the

university.

Medium of Instruction
Presently, the medium of instruction is English. However, any change in this will be as per

the guidelines of the university and the government of Maharashtra.

Attendance
Students must have a minimum of 75 % attendance in each theory and practical courseto

appear in the Semester End Examination (SEE), otherwise he/she will not be strictly allowed
to appearfor the SEE. However, students having 65 % attendance may request the Head of

the concernedlInstitution for the condonation of attendance on medical grounds.

Selection of Minor
Based on the requirements of industries and laboratories, three minors have been identified as

follows: Physics, Mathematics and Computer Science. The students can opt any of the minors
subject to availability in the respective college/institute. Based on availability of
infrastructure and faculty members, the principal of the college can decide what minor has to
be started and how many students will be enrolled in a particular minor. As cyber security is
an applied subject, a major based on minor has also been incorporated for a better

understanding of the subject.
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Curriculum and Structure as per NEP 2020
Structure of B. Sc. (Three / Four Years Honours / Honours with Research
Degree) Programme with Multiple Entry and Exit Options

Structure and Curriculum for Semester-III

BSc Second Year:3™ SemesterSubject (Major): Forensic Science and Cyber Security

Course Type Course Course Name Teaching Scheme | Credits Assigned Total
Code (Hrs / Week) Credits
Theory | Practical | Theory | Practical
Major (Core) M1 FOC/DSC/T | Operating System 2 2
Mandatory 200
FOC/DSC/P | Practical based on 4 2 2424242
1226 FOC/DSC/T/200 =08
Major (Core) M2 FOC/DSC/T | Data Structures 2 2
Mandatory 1201 2+2=04
FOC/DSC/P | Practical based on 4 2
227 FOC/DSC/T/201
Minor (Choose any To be chosen from 2 2
two from pool of SUB/Mn/T/ | other discipline of 242= 04
courses) 200 same faculty
It is from different SUB/Mn/T/ | To be chosen from 7 2
discipline of the 201 other discipline of
same faculty
same faculty
Generic / Open
Elective ( GE/OE)
(Choose any one
from the pool of
courses) GE/OE-1 To be chosen from 2 2 02
It should be other faculty
chosen
compulsorily from
the faculty other
than that of the
Major
VSC FOC/VSC/T | Programming
(Vocational /200 Fundamentals using
Courses) C++ 1 1
(Choose any one FOC/VSC/T | Graphics Designing
from pool of /201 using Canva 1+1=02
courses: Theory
and practical course | FOC/VSC/P | Practical Based on
together make a 1226 FOC/VSC/T/200
complete course) FOC/VSC/P | Practical Based on 2 1
227 FOC/VSC/T/201
SUB/AEC/T/ | English 2 2
200 (Common for all the
faculty) 2+2=04
SUB/VEC/T/ | Environmental 2 2
AEC, VEC, IKS 201 Studies
SUB/CC/P/ | Cultural Activity / 4 2 02
oIT/ 226 NSS,NCC
FP/CEP/CC/RP {(Common for all the
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faculty)

15 14 15 07 22

FOR/GE/OE/T/200: Digital Hygiene(This is a 2-credit theory course to be designed for the
other faculty than Science and Technology)

Minor Courses in Forensic Science and Cyber Security

e FOC/Mn/T/200: Fundamentals of Forensic Science
e FOC/Mn/T/201: Fundamentals of Crime and Criminology
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Structure and Curriculum for Semester-1V

BSc Second Year: 4"SemesterSubject (Major): Forensic Science and Cyber Security

Course Type Course Course Name Teaching Scheme Credits Assigned Total
Code (Hrs / Week) Credits
Theory | Practical | Theory | Practical
Major (Core) M1 FOC/DSC/T | Database 2 2
Mandatory /250 Management 2+2=4
System
FOC/DSC/P | Practical based on 4 2
1276 FOC/DSC/T/250
Major (Core) M2 FOC/DSC/T | Computer 2 2
Mandatory /251 Networks 2+2=4
FOC/DSC/P | Practical based on 4 2
277 FOC/DSC/T/251
Minor (Choose any To be chosen from 2 2
two from pool of SUB/Mn/T/ other discipline ot 242 =4
courses) 250 same faculty
It is from different SUB/Mn/T/ To be gho:scr_l from 2 2
discipli f the 251 other discipline of
PLnED same faculty
same faculty
Generic / Open
Elective ( GE/OE)
(Choose any two from To be chosen from 2 2 2
pool of courses) GE/OE-2 other faculty
It should be chosen
compulsorily from
the faculty other
than that of Major
SEC FOC/SEC/T | JavaScript
(Skill Enhancement 1250
Courses) FOC/SEC/T | Hardware 1 1
(Choose any one from | /251 Maintenance
pool of courses: 1+1=02
Theory and practical FOC/SEC/T | Practical based on
course together make | /276 FOC/SEC/T/250 2 1
a complete course) FOC/SEC/T | Practical based on
277 FOC/SEC/T/251
SUB/AEC/T/ | Modern Indian 2 2
250 Language (MIL-2)
AEC, VEC, IKS (Choose any one 02
from pool of
language courses)
FOC/CC/P/ | Field Project 4 2
OJT/ FP/ICEP/CC/RP | 276
02+02=04
SUB/CC/P/ | (Fine/ Applied/ 4 2
277 Visual/ Perlorming,
Arts) (Common for
all the faculty)
13 18 13 09 22

Exit Option: Award of UG Certificate in 3 Majors with 44 credits and an additional 4 credits of core NSQF
course / Internship OR continue with Major and Minor

FOR/GE/OE/T/250: Science of Fingerprints (This is a 2-credit theory course to be designed
for the other faculty than Science and Technology)
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Minor Courses in Forensic Science and Cyber Security

e FOC/Mn/T/250: Fundamentals of Crime Scene Investigation
e  FOC/Mn/T/251: Fundamentals of Cyber Crime Investigation
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Detailed Illustration of Courses included in 3"%and 4"semester:

D)

2)

3)

4)

5)

Major (Core) subject are mandatory.

SUB/DSC/T/200: This is a 2 credit theory course corresponding to Major (core) subject
SUB/DSC/T/201: This is a 2 credit theory course corresponding to Major (core) subject
SUB/DSC/P/226: This is a 2 credit practical course based on SUB/DSC/T/200
SUB/DSC/P/227: This is a 2 credit practical course based on SUB/DSC/T/201

SUB/DSC/T/250: This is a 2 credit theory course corresponding to Major (core) subject
SUB/DSC/T/251: This is a 2 credit theory course corresponding to Major (core) subject
SUB/DSC/P/276: This is a 2 credit practical course based on SUB/DSC/T/250
SUB/DSC/P/277: This is a 2 credit practical course based on SUB/DSC/T/251

Minor : It is from different discipline of the same faculty

SUB/Mn/T/200 : This is a 2 credit theory from different discipline of the same faculty
SUB/Mn/T/201 : This is a 2 credit theory from different discipline of the same faculty

SUB/Mn/T/250 : This is a 2 credit theory from different discipline of the same faculty
SUB/Mn/T/251 : This is a 2 credit theory from different discipline of the same faculty

Generic / Open Elective ( GE/OE) : (Needs to be chosen (any one) from pool of
courses available at respective college). These courses should be chosen
compulsorily from faculty other than that of Major.

SUB/GE/OE/T/200 : This is a 2 credit theory course should be chosen compulsorily from faculty other
than that of Major.

SUB/GE/OE/T/250: This is a 2 credit theory course should be chosen compulsorily from faculty other
than that of Major.

VSC (Vocational Skill Courses) : Choose any one from pool of courses. These
courses should be based on Hands on Training corresponding to Major (core) subject.

SUB/VSC/T/200 :This is a | credit theory course based Hands on Training corresponding to Major (
core) subject.

SUB/VSC/T/201 :This is a 1 credit theory course based Hands on Training corresponding to Major (
core) subject.

SUB/VSC/P/226 : This is a 1 credit practical course based on SUB/VSC/T/200

SUB/VSC/P/227 : This is a | credit practical course based on SUB/VSC/T/201

SEC (Skill Enhancement Courses) : Choose any one from pool of courses. These
courses should be based on Hands on Training corresponding to Major (core) subject.

SUB/SEC/T/250 :This is a | credit theory course to enhance the technical skills of the students in
specific area.
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6)

7)

8)

9)

SUB/SEC/T/251 :This is a | credit theory course to enhance the technical skills of the students in
specific area,

SUB/SEC/P/276 : This is a | credit practical course based on SUB/SEC/T/250

SUB/SEC/P/277 : This is a | credit practical course based on SUB/SEC/T/251

AEC (Ability Enhancement courses): The focus of these courses should be based on
linguistic and communication skills.

SUB/AEC/T/200 : English
This is a 2 credit theory course based on linguistic proficiency.

SUB/AEC/T/250 : Modern Indian Language MIL-2 (Hindi/ Marathi/ Pali & Buddhism/ Sanskrit/
Urdu)

This is a 2 credit theory course based on linguistic proficiency. Students will have to choose one of the
above mentioned languages.

VEC : Environmental Studies

SUB/VEC/T/201 : Environmental Studies

This is 2-credit theory course based on Environmental Studies.

FP-1 : Field Project :

SUB/FP/P/276 : This is a 2 creditcourse, should be corresponding to Major ( core) subject

CC (Curricular Courses): The courses such as Health and wellness, Yoga education,
Sports and Fitness, Cultural activities, NSS/NCC, Preforming Arts.

SUB/CC/P/226 : Cultural Activity / NSS, NCC
This is a 2 credit practical course based on Co-curricular activities. It will be common for all the faculty
SUB/CC/P/277 : Fine/ Applied/ Visual/ Performing Arts

This is a 2 credit practical course based on Co-curricular activities. It will be common for all the faculty
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Semester-111
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Detailed Curriculum of Semester-III

Discipline-Specific Core Courses (Major)

Total Credits:
Maximum Marks: 50

FOC/DSC/T/200: Operating Systems

02 Total Contact Hours: 30 Hrs.

Learning Objectives of the Course:
The learning objectives of the course are as follows:

Students will gain an idea of operating systems and their structure
Students will learn and analyze the CPU Scheduling

Students will have an understanding of process synchronization
Students will understand various memory and their management
Students will learn the file systems

Course Outcomes (COs):
After completion of the course, students will be able to:

Interface, System Calls, Types of System Calls,
Operating-System Structure

Processes: Process Concept, Process Scheduling,
Operations on  Processes,  Inter-process
Communication

Threads: Overview, Multicore Programming,
Multithreading Models

e (COl: Define and explain various concepts of operating systems
e (CO2: Explain process synchronization
e (CO3: Interpret CPU Scheduling
e (CO4: Classify and evaluate various memories
e (COS5: Analyze various file systems
Musdulabo. Topics / actual contents of the syllabus Contgct
Hours
Introduction to Operating systems and structures
e Introduction to Operating Systems: Definition
of Operating system, Operating System’s role,
Operating-System  Operations, Functions of
Operating System, Computing Environments
e Operating-System  Structures:  Operating-
[ System Services, User and Operating-System 10 Hrs.
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1

Process Synchronization and CPU Scheduling

Process Synchronization: General structure of a
typical process, race condition, The Critical-
Section Problem, Peterson’s Solution,
Synchronization — Hardware, = Mutex Locks,
Semaphores, Classic Problems of Synchronization,
Monitors

CPU Scheduling: Basic Concepts, Scheduling
Criteria, Scheduling Algorithms (FCFS, SIJF,
SRTF, Priority, RR, Multilevel Queue Scheduling,
Multilevel Feedback Queue Scheduling), Thread
Scheduling

Deadlocks: System Model, Deadlock
Characterization,  Methods  for  Handling
Deadlocks, Deadlock Prevention, Deadlock
Avoidance, Deadlock Detection, Recovery from
Deadlock

10 Hrs.

I a

Memory Management and File Systems

Main Memory: Background, Logical address
space, Physical address space, MMU, Swapping,
Contiguous Memory Allocation, Segmentation,
Paging, Structure of the Page Table

Virtual Memory: Background, Demand Paging,
Copy-on-Write, Page Replacement, Allocation of
Frames, Thrashing

Mass-Storage  Structure:  Overview, Disk
Structure, Disk Scheduling, Disk Management
File-System Interface: File Concept, Access
Methods, Directory and Disk Structure, File-
System Mounting, File Sharing

File-System  Implementation:  File-System
Structure, File-System Implementation, Directory
Implementation, Allocation Methods, Free-Space
Management

10 Hrs.

Suggested Readings/Reference Books:

I

w

Abraham Silberschatz, Peter Galvin, Greg Gagne, Operating System Concepts,
Wiley,8th Edition

Achyut S. Godbole, Atul Kahate, Operating Systems, Tata McGraw Hill
Naresh Chauhan, Principles of Operating Systems, Oxford Press

Andrew S Tanenbaum, Herbert Bos, Modern Operating Systems, 4e Fourth

Edition, Pearson Education, 2016
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FOC/DSC/P/226:Practical based on FOC/DSC/T/200
(Operating Systems)
Total Credits: 02 Total Contact Hours: 60 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Operating Systems(FOC/DSC/T/200). The course
objectives and outcomes of this laboratory course have been added to the theory course.
A minimum of 10 practical has to be covered in the semester for successful completion
of the course.

ModuleNo. List of Practical Contact
Hours
1. Basics LINUX commands.
2. Basic Shell programming and file related shell
programs.
3. Implementation of CPU scheduling. - Round
Robin
4. Implementation of CPU scheduling — Shortest Job
First
5. Implementation of CPU scheduling — First come
first serve
6. Implementation of CPU scheduling — priority
i queue 60 Hrs.
7. Inter Process Communication - Producer
consumer problem
8. Process Synchronization - Critical Section
problem
9. Memory Management - Page replacement
algorithms
10. Any other practical designed by the faculty
member based on recent advances/latest trends
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FOC/DSC/T/201: Data Structures
Total Credits: 02 Total Contact Hours: 30 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

Students will gain an idea of arrays

Students will learn various linked lists and queues
Students will have an understanding of the stacks
Students will understand the basics of tress and heaps
Students will learn hash tables

Course Outcomes (COs):
After completion of the course, students will be able to:

¢ COl: Define and explain the components of the arrays
e (CO2: Explain and interpret linked lists and queues
e (CO3: Understand the basics of stacks
e (CO4: Classify various trees
e (COS5: Create hash tables
hiodulelNo. Topics / actual contents of the syllabus C&mtact
ours
[Introduction to Data Structure and Algorithm
e Introduction to data structure: data and
information, data structure and classification, data
types, Abstract data types
e Introduction to  algorithm: importance,
complexity, asymptotic analysis and notations
I e Arrays and its operations 10 Hrs.

e Linked List: Concept of Dynamic Memory
Allocation. Linked List- definition, memory
representation, importance, types- singly linked
list, doubly linked list, circular linked list.
Operations on linked lists. Applications of linked
list- polynomialmanipulation. Comparison of
various types of linked lists
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Stack, Queues and Trees

Stack-  definition,  terminology, = memory
representation, operations on stack- push, pop,
peek, empty, full, implementation using arrays.
Applications of stack recursion, polish and
reverse-polish ~ notations-  conversion  and
evaluation.

Queues-definition, terminology, memory
representation, operations on queue,
implementation using array. Types of queues-
linear, circular, double ended,priority queue and
their applications.

Trees: Basic terminology. Binary tree- definition,
types- complete, almost complete, strictly binary
tree. Binary search tree- definition, array and
linked  representation,operations-  insertion,
deletion, traversal- in-order, pre-order, post-
order, level order, search. Application of binary
search tree, height balance tree

10 Hrs.

I

L]

Graphs, sorting, searching and Hashing

Graphs- Basic terminology, types of graphs,
representing  graphs in  memory. Graph
Traversals- Breadth First Search, Depth First
Search. Finding shortest path in graphs- Dijkstra's
algorithm, Bellman Ford algorithm.

Minimum Spanning Tree- definition, constructing
minimum spanning tree Kruskal’s algorithm,
Prim's Algorithm, Application of graphs in real
world

Sorting: Bubble sort, insertion sort, quick sort,
heap sort. radix sort, shell sort. Comparison of
sorting techniques.

Searching: Linear search, binary search.

Hashing- concept, examples, collision,resolving
collision, applications of hashing. Indexing.

10 Hrs.

Suggested Readings/Reference Books:

1. Classic Data Structures-D. Samanta, Prentice Hall India Pvt. Ltd.
2. Fundamentals of Data Structures in C- Lllis I[lorowitz, SartajSahni,Susan
AndersonFreed, 2nd Edition, Universities Press.
3, Data Structures using C and C++-YedidyahLangsam, Moshe J. Augenstein, Aaron
M.Tenenbaum, Pearson Education
4, Data Structures: A Pseudo code approach with C Richard Gilberg,Behrouz
A.Forouzan, Cengage Learning,
5. Introduction to Data Structures in C-Ashok Kamthane, Pearson Education
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FOC/DSC/P/227: Practical based on FOC/DSC/T/201(Data Structures)
Total Credits: 02 Total Contact Hours: 60 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Data Structures(FOC/DSC/P/201). The course
objectives and outcomes of this laboratory course have been added to the theory course.
A minimum of 10 practical has to be covered in the semester for successful completion
of the course.

ModuleNo. List of Practical Contact
Hours

1. Implementation of searching algorithms: :
Linear Search, Sentinel Search, Binary Search
(with time complexity)

2. Implementation of sorting algorithms: Bubble
Sort, Insertion Sort, Selection Sort

3. Implementation of sorting algorithms: Quick
Sort, Merge Sort, Counting Sort

4, Dynamic implementation of Singly Linked List
to perform following operations:Create, Insert,
Delete, Display, Search, Reverse

I 5. Creation of a list in the sorted order 60 Hrs.

6. Dynamic implementation of Doubly circular
Linked List

7. Merge two sorted lists.

Static and Dynamic implementation of Stack

9. Static and Dynamic implementation of linear
Queue

10. Implementation of an algorithm that reverses
string of characters

11. Any other practical designed by the faculty
member based on recent advances/ latest trends

[==]
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Vocational Skill Courses (VSC)

Total Credits: 01 Total Contact Hours: 15 Hrs.
Maximum Marks: 50

FOC/VSC/T/200: Programing Fundamentals using C++

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will able to perform pointer and file handling

Course Outcomes (COs):
After completion of the course, students will be able to:

e CO2: Apply object-oriented programming using C++
e (CO3: Apply pointers and references in C-++ programming

e Students will gain an idea of programming fundamentals with C++
e Students will able to explain various terms of object-oriented programming

e COIl: Define fundamentals of programming fundamentals with C++

ModuleNo. Topics / actual contents of the syllabus

Contact
Hours

e Introduction to C++: Overview of Procedural
Programming and Object-Oriented
Programming, using main () function, Header
Files, Compiling and Executing Simple
Programs in C++.

e Programming Fundamentals: Data types,

i Variables, Operators, Expressions, Arrays,

Keywords, Naming Convention, Decision

making constructs (if, switch), Looping (for,

while, do...while), Type Casting, Input-output
statements,  Functions, = Command  Line

Arguments/Parameters.

07 Hrs.

o Object Oriented Programming: Overview of
Abstraction, Encapsulation, Inheritance, and
Polymorphism. Creating Classes and objects,
Modifiers and Access Control, Constructors,
Implementation of Inheritance (Single and
multilevel), Implementation of Polymorphism
(Function Overloading and Operator
Overloading, Function Overriding).

II

08 Hrs.
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o Pointers and References: Static and dynamic
memory allocation, Pointer and Reference
Variables, Pointers vs. References, Implementing
Runtime polymorphism using pointers and
references.

o Exception and File Handling: Using try, catch,
throw, throws and finally; Nested try, creating
user defined exceptions, File 1/0 Basics, File
Operations.

2.

wn

Suggested Readings/Reference Books:
1.

Forouzan & Gilbert (2012). Computer Science: A Structured Approach Using
C++. Cengage Learning.

Schildt, H. (2003). C++: The Complete Reference. 4th edition. Tata McGraw-
Hill.

Balaguruswamy, E. (2017). Object Oriented Programming with C++ (7th ed.).
MecGraw Hill Education.

Kanetkar, Y. P. (2015). Let us C++ .2nd edition. BPB Publishers.

Prata, S. (2015). C++ Primer Plus 6th edition. Pearson Education India.
Stroustrup, B. (2013). The C++ Programming Language .4th Edition. Pearson
Education
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FOC/VSC/T/201: Graphics Design using Canva
Total Credits: 01 Total Contact Hours: 15 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of Canva
e Students will able to create visual content
e Students will be able to apply design principles

Course Outcomes (COs):
After completion of the course, students will be able to:

e (CO1: Explain various terms and techniques related to Canva
e (CO2: Apply design principles
CO3: Create visual contents

ModulcNo. Topics / actual contents of the syllabus CI_'; ntaet
ours
Getting started with Canva
e Introduction to Canva: Understanding the
Interface
1 e Exploring Canva's Design Tools and Features T

e Creating Your First Design: Poster or Social
Media Graphic

[Design Principles and Techniques

e Understanding Design Principles: Composition,
Color, Typography

e Applying Design Techniques in Canva

e Creating Visual Hierarchy and Balance in

1| Designs 08 Hrs.

e Incorporating Images and Illustrations Effectively

e Advanced Text Effects and Typography

e Working with Layers and Grouping Objects

e Using Canva Templates and Customizing Them

e Designing Infographics and Presentations

Suggested Readings/Reference Books:

1. E-content: https://www.canva.com/designschool/
2. Canva's YouTube Channel
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FOC/VSC/P/226: Practical based on FOC/VSC/T/200

(Programming Fundamentals with C++)
Total Credits: 01 Total Contact Hours: 30 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Programming Fundamentals with C++
(FOC/VSC/T/200). The course objectives and outcomes of this laboratory course have
been added to the theory course. A minimum of 10 practical has to be covered in the
semester for successful completion of the course.

ModuleNo. List of Practical Contact
Hours

1. 1. Write a program to compute the sum of the first
n terms of the following series:
S=1-1/2*2)+1/(3"3)-..1/(n"n)
where ” is exponentiation.

The number of terms n is to be taken from user
through command line. If command line argument
is not found then prompt the user to enter the value
of n.

2. Write a program to remove the duplicates from an
array.

3. Write a program that prints a table indicating the
number of occurrences of each alphabet in the text
entered as command line arguments.

4. Write a menu driven program to perform following
operations on strings (without using inbuilt string
functions):

Show address of each character in string

Concatenate two strings.

Compare two strings

Calculate length of the string (use pointers)

Convert all lowercase characters to

uppercase

f. Reverse the string

5. Write a program to merge two ordered arrays to get
a single ordered array

6. Write a program to search a given element in a set
of N numbers using Binary search
(1) with recursion (ii) without recursion.

7. Write a program to calculate GCD of two numbers
(i) with recursion (ii) withoutrecursion.

8. Create Matrix class. Write a menu-driven program
to perform following Matrixoperations:

a. Sum
b. Product

30 Hrs.

o e o
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10.

11

12.

13.

14.

c. Transpose
Define a class Person having name as a data
member. Inherit two classes Student andEmployee
from Person. Student has additional attributes as
course, marks and year andEmployee has
department and salary. Write display () method in
all the three classes todisplay the corresponding
attributes. Provide the necessary methods to show
runtimepolymorphism.
Create a class Triangle. Include overloaded
functions for calculating area. Overloadassignment
operator and equality operator.
Write a program to read two numbers p and q. If q
is 0 then throw an exception elsedisplay the result
of p/q.
Rewrite Matrix class of Q8 with exception
handling. Exceptions should be thrown bythe
functions if matrices passed to them are
incompatible and handled by main() function.
Create a class Student containing fields for Roll
No., Name, Class, Year and TotalMarks. Write a
program to store 5 objects of Student class in a file.
Retrieve these recordsfrom file and display them.
Copy the contents of one text file to another file,
after removing all whitespaces.
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FOC/VSC/P/227: Practical based on FOC/VSC/T/201
(Graphics Design using Canva)
Total Credits: 01 Total Contact Hours: 30 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Graphics Design using
Canva(FOC/VSC/T/201)The course objectives and outcomes of this laboratory course
have been added to the theory course. A minimum of 10 practical has to be covered in
the semester for successful completion of the course.

ModuleNo. List of Practical Contact
Hours

1. Creating Your First Design: Poster or Social
Media Graphic using Canva, focusing on layout,
color, and content

2. Create designs in Canva using principles of
balance, contrast, alignment, and proximity

3. Design projects focusing on establishing visual
hierarchy through font size, color contrast, and
element placement

4. Experiment with incorporating images and
illustrations into design projects

5. Experiment with typography effects such as
shadows, gradients, and text wrapping to create
visually dynamic designs

6. Practice working with layers and grouping
objects in Canva to organize design elements

effectively

I 7. Explore Canva's template library, select a | 30 Hrs.
template, and customize it according to design
requirements

8. Design infographics and presentations in Canva,
focusing on visual storytelling and information
presentation

9. Work on advanced design projects such as
branding materials, marketing collateral, or
digital publications using Canva

10. Collaborate with classmates on a design project,
sharing ideas, critiques, and contributions using
Canva's collaborative features

11. Participate in a design critique session, offering
feedback on peers' design projects and receiving
feedback on your own

12. Create a portfolio showcasing select design
projects created in Canva, and present it to the
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class, highlighting design process, rationale, and
outcomes
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Generic/Open Elective for Other Faculty than Science and Technology (GE/OE)

Total Credits:
Maximum Marks: 50

FOR/GE/OE/T/200: Digital Hygiene

02 Total Contact Hours: 30 Hrs.

Learning Objectives of the Course:
The learning objectives of the course are as follows:

zero trust security, digital forensics

Why Do People Fall Victim to Cyber Crimes?
Why Do People Commit Cybercrimes?
Threat Landscape of Cybercrimes
Understanding Attack Vectors

Basics of Being Cyber Safc

Be Cautious and Follow Internet Ethics

e Students will gain an idea of digital hygiene

e Students will learn and analyze various malware

e Students will have an understanding of various cybercrimes

e Students will understand the reporting of cybercrime and institutional

framework
Course Outcomes (COs):
After completion of the course, students will be able to:

e CO1l: Define and explain the concept of digital hygiene

e (CO2: Explain and interpret various malware

e (CO3: Interpret Institutional framework of cyber security in India

e (CO4: Classify and evaluate various cybercrime

e (COS5: Analyze and report cybercrime

padulelNG. Topics / actual contents of the syllabus C}(Imtact
ours
Introduction to digital hygiene
Understanding Digital Hygiene
The need for Digital Hygiene in the education
sector
Related terms: cyberspace, dark web, deep web,
surface web, data security, cyber security, data
breach, information security, digital footprint,
| digital inheritance, wire frauds, data recovery, | 10 Hrs.
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!Malware and Cybercrimes

Malware and its types
Some popular cybercrimes

o Phishing

Identity/credential theft
Misinformation/disinformation
Financial frauds
Man-in-the-middle

Social media crimes
Morphing

Grooming

Matrimonial frauds

Career frauds

00 QB R D 0

10 Hrs.

Institutional Framework in India and Reporting of
cyber crime

Cyber security institutions of India
o Organizations under PMO
o Organizations under Meity
o Organizations under MHA
Reporting a cyber crime
o National cybercrime portal
o Sanchar Sathi
o Chakshu
Preventive measures
Tools to safeguard the data
Capacity building initiatives by the government

10 Hrs.

Suggested Readings/Reference Books:

1. A Handbook on Basics of Cyber Hygiene for Higher Education Institutions,
UGC, November 2024
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Minor Courses in Forensic Science and Cyber Security during Semester-111

FOC/Mn/T/200: Fundamentals of Forensic Science
Total Credits: 02  Total Contact Hours: 30 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of forensic science
e Students will have an understanding of branches of forensic science
e Students will learn organizational set-up of forensic related organization

Course Outcomes (COs):
After completion of the course, students will be able to:

e COI: Define and explain importance of forensic science
e (CO2: Explain the branches of forensic science
e (CO3: Explain the organizational set-up of various forensic related organization

NhodwlelNe: Topics / actual contents of the syllabus CI; n{BCE
ours
History and Development of Forensic Science
e Introduction and scope of forensic science
| e Laws and principles of forensic science 10 Hrs.

History and Development of Forensic Science
Forensic Science in India

Branches of Forensic Science

e Various branches of Forensic Science
o Forensic Physical Sciences: Forensic
Physics, Forensic Ballistics, Motor vehicle
forensics
o Forensic Chemical Sciences: Forensic
Chemistry, Forensic Toxicology, Forensic
1l Pharmacology 10 Hrs.
o Forensic Biological Sciences: Forensic
Biology, Forensic  Serology, DNA
[orensics, Forensic Biotechnology
o Forensic Document Science
o [l'ingerprint Forensics
o Behavioral Forensics: Forensic Psychology,
Forensic Psychiatry
o Forensic Medicine

Page 32 of 55



o Forensic Digital and Multimedia Forensics:
Computer Forensics, Network Forensics,
Multimedia Forensics

o Crime Scene Science

1

Organizational Set-up

Structure of forensic science laboratory in India
Law Enforcement agencies: CBI, CID, NIA
Regulating authorities: DFSS, BPR&D, NCRB
Research Organizations: DRDO, CSIR|
Laboratories

10 Hrs.

:[:-LAJ

Suggested Readings/Reference Books:
L

Richard Saferstien, Forensic Science: From the Crime Scene to the Crime Lab, 4th
edition, Pearson, USA.
Suzane Bell, Forensic Science: An Introduction to Scientific and Investigative
Techniques, Fifth Edition, CRC Press.

Max M. Houck and Jay A. Siegel, Fundamental of Forensic Science

Richard Saferstein, Handbook of Forensic Science, Volume-I, IT and III

Forensic Science in Criminal Investigation and Trial, 4th Edition, B.R. Sharma
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FOC/Mn/T/201: Fundamentals of Crime and Criminology

Total Credits:

02 Total Contact Hours: 30 Hrs.

Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of criminal justice system

e Students will have an understanding of crime and its component

e Students will learn criminal behavior

Course Outcomes (COs):
After completion of the course, students will be able to:

e (CO1: Define and explain importance of criminology
e CO2: Explain the role of various components of criminal justice system
e (CO3: Explain the concepts of crime

ModuleNa. Topics / actual contents of the syllabus CI_(; meact
ours
Criminal Justice System
e Definition and components of criminal justice
I system 10H
e Police: Hierarchy and functions Fe
e Courts: Definition, types and powers
e Corrections: Definition, types and functions
Basics of Crime
e Definition and characteristics of crime
11 e Classification of crime 10 Hrs.
e Definition and classification of criminal
e Definition and classification of victim
Basics of Criminology
e Definition and scope of criminology
e History and Development of criminology
e Theories of Criminal Behavior
I o Classical theory 10 Hrs.

Neo-classical theory
Physiological theory
Psychological theory
Sociological theory
Multi-factor theory

@ OS99 B
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Suggested Readings/Reference Books:

1. Peter Joyce and Wandy Laverick, Criminology: A Complete Introduction, 2020

2. Ram Ahuja, Criminology, Rawat Publications, 2000

3. Rob White and Fiona Haines, Crime and Criminology, Oxford University Press,
2017

4. N Prabha Unnithan, Crime and Justice in India, Sage Law, 2013
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Semester-1V

Page 36 of 55



Detailed Curriculum of Semester-I1V

Discipline-Specific Core Courses (Major)

FOC/DSC/T/250: Database Management System
Total Credits: 02 Total Contact Hours: 30 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of database
e Students will learn the database models and design
e Students will get an idea of SQL

Course Outcomes (COs):
After completion of the course, students will be able to:

CO1: Define and explain the concepts of database
CO2: Explain the database models

CO3: Design various databases

CO4: Apply transaction management concepts

ModuleNo. . Contact
Topics / actual contents of the syllabus S——

Introduction to Databases and Transactions

e What is database system, purpose of database
system, view of data, relational databases,
database architecture, transaction management,

1 e Data models: The importance of data models, T s,
Basic building blocks, Business rules, The
evolution of data models, Degrees of data

abstraction.

[Database design

e Database design and ER Model: Overview, ER-
Model, Constraints, ER-Diagrams, ERD Issues,
weak entity sets, Codd’s rules, Relational
Schemas, Introduction to UML

I e Relational database model: Logical view of data, 10 Hrs.
keys. integrity rules. Relational Database design:
features of good relational database design, atomic
domain and Normalization (INF, 2NF, 3NF,
BCNF).

e Relational Algebra and Calculus: Relational
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algebra: introduction, Selection and projection, set
operations, renaming, Joins, Division, syntax,
semantics. Operators, grouping and ungrouping,

relational comparison.
e Calculus: Tuple relational calculus, Domain
relational Calculus, calculus Vs

algebra,computational capabilities.

onstraints, Views and SQL

e Constraints, types of constrains, Integrity
constraints,

e Views: Introduction to views, data independence,
security, updates on views, comparison between
tables and views

e SQL: data definition, aggregate function, Null

1 Values, nested sub queries, Joined relations.| 10 Hrs.
Triggers.

¢ Transaction management and Concurrency control

e Transaction management: ACID properties,
serializability and concurrency control, Lock
based concurrency control (2PL, Deadlocks), Time
stamping methods,optimistic methods, database
recovery management.

Suggested Readings/Reference Books:

1. A Silberschatz, H Korth, S Sudarshan, “Database System and Concepts”, fifth
Edition McGraw-Hill,Rob, Coronel, “Database Systems”, Seventh Edition,
Cengage Learning
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FOC/DSC/P/276:Practical based on FOC/DSC/T/250
(Database Management System)
Total Credits: 02 Total Contact Hours: 60 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Database Management
System(FOC/DSC/T/250). The course objectives and outcomes of this laboratory
course have been added to the theory course. A minimum of 10 practical has to be
covered in the semester for successful completion of the course.

ModuleNo. Contact

List of Practical
Hours

o
.

Design a Database and create required tables. For

e.g. Bank, College Database

2. Apply the constraints like Primary Key , Foreign
key, NOT NULL to the tables.

3. Write a sql statement for implementing ALTER,
UPDATE and DELETE

4. Write the queries to implement the joins

5. Write the query for implementing the following
functions: MAX(),MIN(),AVG(),COUNT()

6. Write the query to implement the concept of

1 Integrity constrains 60 Hrs.

7. Write the query to create the views

Perform the queries for triggers

9. Perform  the following  operation  for
demonstrating the insertion, updation and
deletion using the referential integrity constraints

10. Write the query for creating the users and their
role.

11. Any other practical designed by the faculty

member based on recent advances/latest trends

o
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FOC/DSC/T/251: Computer Networks
Total Credits: 02 Total Contact Hours: 30 Hrs.

Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain a basic idea of computer network
e Students will understand data link layer and network layer
e Students will able to analyze transport and application layer

Course Outcomes (COs):
After completion of the course, students will be able to:

e COIl: Define and explain concepts of computer network

e (CO02: Understand the design and other issues of data link layer and network layer
CO3: Apply the protocols of transport layer
CO4: Apply the protocols of application layer

ModuleNo.

Topics / actual contents of the syllabus

Contact
Hours

Introduction to Computer Network

Network applications, network hardware,
network software, Reference models: OSI,
TCP/IP, Internet, Connection oriented network -
X.25, frame relay. THE PHYSICAL LAYER:
Theoretical basis for communication, guided
transmission media, wireless transmission, the
publicswitched telephone networks, mobile
telephone system

10 Hrs.

Il

Data Link Layer and Network Layer

THE DATA LINK LAYER: Design issues, error
detection and correction, elementary data link
protocols, sliding window protocols, example
data link protocols - HDLC, the data link layer in
the internet. THE MEDIUM ACCESS
SUBLAYER: Channel allocations problem,
multiple access protocols, Ethernet, Data Link
Layer switching, Wireless LAN, Broadband
Wireless, Bluetooth

THE NETWORK LAYER: Network layer design
issues, routing algorithms, Congestion control
algorithms, Internetworking, the network layer in
the internet (IPv4 and IPv6), Quality of Service.

10 Hirs.
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Transport and Application Layer

¢ THE TRANSPORT LAYER: Transport service,
elements of transport protocol, Simple Transport
Protocol, Internet transport layer protocols: UDP
and TCP.

I e THE APPLICATION LAYER: Domain name 10 Hrs.
system, electronic mail, World Wide Web:
architectural overview, dynamic web document
and http. APPLICATION LAYER PROTOCOLS:
Simple NetworkManagement  Protocol,  Filej
Transfer Protocol, Simple Mail Transfer Protocol,
Telnet.

Suggested Readings/Reference Books:

1) A. S. Tanenbaum (2003), Computer Networks, 4th edition, Pearson Education/
PHI, New Delhi, India.

2) Behrouz A. Forouzan (2006), Data communication and Networking, 4th Edition,
Me Graw-Hill, India.

3) Kurose, Ross (2010), Computer Networking: A top down approach, Pearson
Education, India.
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FOC/DSC/P/277:Practical based on FOC/DSC/T/251
(Computer Networks)

Total Credits: 02 Total Contact Hours: 60 Hrs.
Maximum Marks: 50

Learning objectives and outcomes of the course:

This is a laboratory course based on Computer Networks (FOC/DSC/T/251)The
course objectives and outcomes of this laboratory course have been added to the theory
course. A minimum of 10 practical has to be covered in the semester for successful
completion of the course.

ModuleNo. List of Practical Contact
Hours

1. Study of different types of Network cables and

practically implement the cross-wired cable and

straight through cable using clamping tool.

Study of Network Devices in Detail.

Study of network IP.

Connect the computers in Local Area Network.

Study of basic network command and Network

configuration commands.

Performing an Initial Switch Configuration

. Performing an Initial Router Configuration

8. Configuring and Troubleshooting a Switched
Network

9. Connecting a Switch

10. Configuring WEP on a Wireless Router

11. Using the Cisco IOS Show Commands

I 12. Examinin.g W%N Connections 60 Hrs.

13. Interpreting Ping and Traceroute Output

14. Demonstrating Distribution Layer Functions

15. Placing ACLs

16. Exploring Different LAN Switch Options

17. Implementing an [P Addressing Scheme

18. Examining Network Address Translation
(NAT)

19. Observing Static and Dynamic Routing

20. Configuring Ethernet and Serial Interfaces

21. Configuring a Default Route

22. Configuring Static and Default Routes

23. Configuring RIP

24, Planning Network-based Firewalls

25. Configuring a Cisco Router as a DHCP Server

B s B

~ o
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Skill Enhancement Courses (SEC)

FOC/DSC/T/250: JavaScript
Total Credits: 01 Total Contact Hours: 15 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of JavaScript
e Students will learn JavaScript objects
e Students will learn from validation

Course Outcomes (COs):
After completion of the course, students will be able to:

e COl: Explain concepts of JavaScript
e (CO2: Explain JavaScript Objects
e CO3: Write JavaScript codes for various practical application

ModuleNo. Topics / actual contents of the syllabus CI({] ntact
ours

Introduction to JavaSeript

e Introduction to JavaScript: Basics of JavaScript,

advantages of JavaScript, Syntax, Variables,
| Operators, ConditionalStatements, Loop | 07 Hrs.
Statement, Functions.

Data Structures, DOM Manipulation and Events

e OOPs, Arrays, Objects, Introduction to Document

Object Model (DOM), Events and Event
11 Handling, Error Handling, Introduction to 08 Hrs.
Asynchronous JavaScript, Exception
Handling,Cookies, Validation

Suggested Readings/Reference Books:

JavaScript: The Complete Reference, Thomas A. Powell

HTML 4 Unleashed (Second Edition) : TechMedia

The Complete Reference HTML : Tata McGraw-Hill 3rd Edition
Beginning Web Programming with HTML XML and CSS :JonDuckett

I R
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FOC/SEC/T/251: Hardware Maintenance
Total Credits: 01  Total Contact Hours: 15 Hrs.
Maximum Marks: 50

Learning Objectives of the Course:
The learning objectives of the course are as follows:

e Students will gain an idea of basics computer hardware
e Students will able to install software
e Students will able to perform troubleshooting and virus management

Course Outcomes (COs):
After completion of the course, students will be able to:

e CO1l: Describe terms related to computer hardware
CO2: Install various software in computer
e (CO3: Apply the techniques for troubleshooting

ModuleNo. Topics / actual contents of the syllabus C;; MM
ours

Basics of computer hardware

¢ Basic Information of Computer: Introduction and
classification of computer, Functional block
diagram of pc with its internal Working.

e Identification of Computer Parts: Introduction of
computer parts like SMPS, Motherboard,
Processor, Ram, Hard disk, Optical drive,
Cabinet, Keyboard, Mouse, Monitor, Add-On
Cards.

e Assembling of computer: Building your own pc
with all parts Installation, Cable Connection and
power connections
CMOS Setting: CMOS Setup, formatting of Hard
Disk, Bios Password Stetting and Recovery.

07 Hrs.

[Installation of software and troubleshooting

e Installation of Operating System: Windows XP,
Win 7, Win 8, Win 10, Win 11, Linux Ubuntu,
Drivers Installation

e Installation of Application Software: Installation

1 of Application Software like MS-Office, Adobe | 08 Hrs.
Reader, WinRAR, VLC Player, Page Maker,
Corel Draw, Marathi Font, Ism Office and Other.

e Installation of Peripherals: Installation of external
Parts of computer like Printer, Scanner Modem
Card, Web Camera and other
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¢ Virus Removal: Installation of Antivirus software
and Activation like NPAV, Quick Heal,
Updating, scanning.

e Uses of Internet: Online form filling Gov. Jobs
(competitive exam), Uses of internet in education,
Remote Desktop Connection sharing,
Downloading, Uploading.

e Troubleshooting: Fault Finding and
Troubleshooting, Data recovery, password
Recovery various type of computers problem.

Suggested Readings/Reference Books:

1. Stephen C. Rood (1996), Computer Hardware Maintenance: An IS/IT Manager's
Guide, Butterworth-Heinemann Ltd.

2. Jyotika Deshmukh (2017), A text book of Computer Hardware and Networking, D
J Publications
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